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Abstract—Operational technology (OT) refers to the indus-
trial counterpart of information technology (IT). OT encompasses
technology, systems, and protocols used in industrial operations
for controlling, monitoring, and operating of industrial systems.
Unlike standard IT systems, OT systems, such as those used in
the industry, usually cannot be taken off-line in the event of
postmortem forensics investigations. To remedy this situation we
present a software architecture and prototype realization that
allows the continuous capture of events within OT systems, IT
systems, and the interconnected network(s). Our architecture can
be realized with existing technologies while also allowing for
extension and customization in functionality as well as application
to diverse domains. We outline two application cases: capturing
of forensics artifacts from a live OT system and possible paths
for automation to reduce the cognitive load for cybersecurity
operators in combined IT/OT environments.

Index Terms—Computer forensics, cybersecurity operations,
operational technology, power-delivery systems.

I. INTRODUCTION

PERATIONAL technology (OT) encompasses any dig-
O ital computing system that is used for controlling,
monitoring, and operating of industrial systems such as manu-
facturing plants, automated assembly lines, and service infras-
tructures like the electricity power grid. Industrial Control
Systems (ICS) form a major segment of OT systems and are
often used in real-time applications like the routing and switch-
ing of power from electrical substations to various parts of the
electrical grid. These critical systems must be extremely reli-
able and must also constantly operate without interruptions or
shutdowns.

One characteristic of current OT systems is the lack of com-
prehensive and extensible functionality compared to systems
in information technology (IT). OT systems are application-
domain specific unlike IT systems where general purpose
applicability is more important. This lack of general purpose
capabilities allows the design of OT systems with limited capa-
bilities in computational power, storage, and networking, to
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name just a few. Such a limited architecture also means that OT
systems are more robust and reliable than general IT systems.
However, the downside of this approach is that OT systems
are often implemented using highly proprietary technologies
and communication protocols, making it difficult to access and
interface OT systems with general purpose IT systems.

These characteristics of OT systems present particular chal-
lenges in the area of cybersecurity operations in the context
of operational technology. Due to the limited functionality, OT
systems are particularly susceptible to cybersecurity threats by
remote and on-site actors. Live forensics is a valuable tool
in combating cybersecurity threats, especially in OT systems
where post-mortem forensics is often too little too late.

We present HELOT, which stands for Hunting Evil Life
in Operational Technology, a software architecture and pro-
totype realization that allows capturing information for live
forensics from interconnected OT and IT systems as well
as network traffic between these systems. Our architecture
avoids the requirement of a shutdown in the event of nec-
essary forensics operations and is based on Google Rapid
Response (GRR) [13], a highly scalable and extensible live
forensics tool. Unfortunately, GRR, in its currently avail-
able form as open-source software, does not support live
forensics on OT systems. We remedied this shortcoming by
extending GRR to allow access to and retrieval from OT
systems. Additionally, we added the ability to continuously
capture events from OT systems, connected IT systems, and
the interconnected network(s). The results are stored in a
database-like setup using search-engine based database tech-
nologies such as ElasticSearch/Logstash/Kibana (ELK) [18].
This allows, in addition to storing large volumes of raw data
for a multitude of system events, the immediate analysis
and transformation into additional formats as well as custom
indexing, including storing previous searches and their results.

We also outline two immediate application cases. First, we
show the results of our prototype experiments in capturing
of forensics artifacts from a combined live OT and IT system
based on deployment configurations used in the power-delivery
industry. Second, we discuss possible paths for automation
to reduce the cognitive load for cybersecurity operators in
combined OT/IT environments.

II. BACKGROUND

Historically, Supervisory Control and Data Acquisition
(SCADA) systems have not been connected to wider networks
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and used domain-specific communication protocols, hence
resulting in some measure of security through obscurity and
isolation. As technology has advanced to greater efficiency,
sophistication, and capabilities, the aforementioned isolation
steadily decreased between OT systems and IT systems. Factors
like new and open standards, increased connectivity to conven-
tional enterprise information systems, and the encapsulation
of legacy control protocols within conventional networking
protocols (e.g., DNP3 over TCP/IP) tend to increase attack
exposure. While these trends have led to general improve-
ments in functionality and productivity, they also raised
concerns that industrial control systems (ICS) are now vul-
nerable to remote attacks with an increasing potential for
catastrophic consequences if critical infrastructure systems are
compromised.

Early work by Cheung et al. [12] attempted to construct
models that characterize the expected behavior of a system
and detect attacks that cause the system to behave outside a
model’s prediction. By specifying the expected communication
patterns among network components it is possible to detect
attacks that violate these patterns. Porras and Neumann [41]
deployed an implementation of a multi-algorithm detection
appliance based on EMERALD. This appliance was integrated
into a control-system test bed and experimental results showed
that a model-based intrusion-detection system (IDS) is a
promising approach for monitoring process-control networks.

Yang et al. [54] present two basic intrusion detection
approaches, signature detection and anomaly detection, and
applied these techniques to monitor critical-process systems
for anomalous intrusion detection. Yang et al. [54] used an
auto-associative kernel regression model coupled with a statis-
tical test and applied this to a simulated SCADA system. Their
results showed that the method can be generally used to detect
a variety of common attacks and allows generalization of exist-
ing techniques to identify inconsistent as well as consistent
states of a given system. Subsequent research refined on these
flow-based IDS approaches by specifically targeting SCADA
systems [5] with the goal of creating flow-level signatures of
attacks and to provide more information about the anoma-
lous traffic. Modeling anomalous traffic is made challenging
by attackers who are motivated to conceal their activities. Our
approach with HELOT is to extend live monitoring and intru-
sion detection with additional GRR components to also collect
and analyze data retrieved from OT systems.

Network monitoring and analysis techniques were further
extended to include monitoring of low-level OT instrumen-
tation devices when Goldenberg and Wool [23] designed
a model-based IDS for SCADA systems. Goldenberg and
Wool [23]°s proposed approach functioned by flagging anoma-
lies in the Modbus system [35]. This IDS successfully
detected real anomalies during the troubleshooting of a human-
machine interface (HMI) system and helped to identify a
programmable logic controller (PLC) that was incorrectly con-
figured. Yang et al. [55] designed a multi-layer cybersecurity
framework for protecting SCADA systems against intrusions.
Their solution was able to mitigate different cyberattacks. A
SCADA-IDS with a white list and a behavior-based protocol
was utilized to detect both known and unknown cyberattacks in
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the network. Sayegh et al. [48] introduced a SCADA specific
IDS to detect attacks based on traffic behavior and frequent
network-traffic patterns. Time correlation between the packets
was estimated to identify whether the activity is normal or
anomalous.

Maglaras et al. [33] developed a one-class support-
vector machine (OCSVM) technique to detect intrusions in
SCADA systems using a statistical algorithm to improve
the performance of the OCSVM module. Additionally, a k-
means clustering algorithm allows classifying of alarms into
categories. The main drawback of this method were mis-
takes with respect to the origin of the intrusion, which
may introduce severe costs for the intrusion-detection system.
Almalawi et al. [3] presented a new IDS approach to detect
tailored attacks in SCADA networks by identifying normal
and critical states of a given system using a data-driven clus-
tering technique that includes automatic state identification,
automatic detection-rule extraction, reduction of high false
positive rate, and measures to evaluate criticality. However, the
suggested system did not address the frequency of changes in
the SCADA system specification. Ponomarev and Atkison [40]
developed an approach to detect intrusions into networks
based on telemetry analysis where internal and external traffic
were differentiated in the server-client separation stages. The
telemetry based IDS monitored all packets in the ICS network
thereby detecting anomalies in the network traffic.

Li et al. [32] introduced a Dirichlet distribution based
scheme for detecting opportunistic attacks in a smart grid
cyberphysical system. Data was collected from an IEEE 39
bus [4] power system in a power world simulator and
a three-tier hierarchical control framework was employed.
Li et al. [32] demonstrated that a potential class of opportunis-
tic attackers in smart grids can adapt their attack probabilities
according to the dynamic system’s noise and the proposed
scheme could effectively detect and identify the opportunistic
attackers. In addition, the scheme has been shown to accom-
modate occasional system faults, achieving a high detection
rate over long observation windows.

McElwee et al. [34] provide a machine-learning case study
for the initial triage of security alerts to help reduce manual
burden placed on cybersecurity analysts. Results demonstrated
that the accuracy of a deep neural-network classifier was very
high and was able to determine the heuristics that cyber-
security analysts used in their reviews. Demonstrations and
interviews with analysts showed that the prototype was able to
quickly categorize security alerts into meaningful categories,
provided fast queries of the alerts, and saved time in generat-
ing reports. The system allows to pull necessary information to
generate indications of compromise reports in a STIX/TAXII
format [37] to be shared across government agencies.

HaddadPajouh et al. [28] utilized a recurrent neural network
to analyze ARM-based IoT applications’ execution operation
codes (OpCodes). Santos et al. [46] proposed a method to clas-
sify variants of known malware families based on OpCodes’
frequency. Runwal et al. [45] built a similarity graph based
on an application’s OpCodes to detect metamorphic malware.
O’Kane et al. [36] utilized a support-vector machine (SVM)
classifier, a type of deep learning algorithm that performs
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supervised learning for classification or regression of data
groups, and n-gram techniques, an approach that investigates
the structure of a program using bytes, characters, or text
strings, to evaluate OpCodes and identify optimum features for
malware detection. Santos et al. [47] proposed a method based
on frequency of appearance of OpCode sequences under dif-
ferent machine-learning classifiers and reportedly obtained an
accuracy rate of over 96 %. Ding et al. [16] utilized the n-gram
technique as well to extract an application’s OpCode sequence
and the findings indicated an accuracy rate of 99.88 %. An
accuracy of 99 % was reported in their 70 % (training) - 30 %
(testing) data-set split evaluation.

Most industrial plants today use networked servers as pro-
cess historians for storing process data as well as other
business and process relevant information. The adoption of
Ethernet-based networks and TCP/IP for process control
networks as well as wireless technologies such as IEEE 802.x
and Bluetooth has further reduced the isolation of SCADA
networks [57]. In recent years, SCADA systems have under-
gone a series of changes that may increase the amount and
variety of risks to which they are exposed. For example,
increased connectivity permits remote control over the pub-
lic Internet and incorporation of general-purpose tools may
introduce already known vulnerabilities. Additionally, SCADA
systems also perform vital functions in critical national infras-
tructures such as electric power, oil and gas distribution,
water distribution and waste-water treatment, or transporta-
tion and logistics systems. These systems are also at the
core of many health-care devices, military systems, and
transportation-management systems. The disruption of these
critical infrastructure systems would have a significant impact
on public health and safety and may lead to large-scale
economic losses [8]. As a consequence there is an increas-
ing interest in the security and forensic research community
on SCADA systems. This is mostly due to the heightened
focus of governments worldwide on protecting their critical
infrastructures, including SCADA systems [2].

Ensuring the security of SCADA systems is a very important
part of smart-grid security [53]. Because attacks are continu-
ously targeting industrial systems, focus is shifting to planning
and developing new techniques that will adapt to SCADA envi-
ronments and their protocols [44]. Post-mortem analysis tools
still require to shut down such system to inspect the contents
of storage devices and to identify proofs of interest regard-
ing attacks. In that process, there is a possibility for breaking
of network connections and disconnection of encrypted disks,
which cause major loss of potential evidence and may also cause
disruption of important system tasks [10]. Computer forensics
also rely on log events for identification that any security inci-
dent happened and ICS often lack the components required to
conduct forensic analysis of relevant logging or storage formats.
The huge amounts of recorded events in a SCADA system, in
combination with a lack of standard logging formats, compli-
cates analysts’ tasks [30]. There is an observable rise in both
the number and the complexity of cases that require analysts’
attention. Most recent forensic tools are insufficient because
they are designed to run on a single computing device where the
investigator can issue queries over the accumulated evidence.
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For smaller forensic targets these devices work best but when
larger forensic targets are under investigation these tools are
too slow to provide acceptable turnaround times [43]. Existing
commercial forensics support systems such as Encase [38],
FTK [22], UFED [9], [26], or Diffy [15] are not capable of
performing ongoing live forensics for OT environments. The
innovations proposed in our work would be equally applicable
to these commercial tools. However, proprietary systems are
by their very nature not open for (easy) extension or closer
inspection necessary for research.

HELOT has been developed to allow combining the
strengths of various approaches previously described. We have
been working on HELOT in the context of live forensics for
industrial OT systems combining OT devices with connected
IT system. We were able to integrate GRR with an ELK based
storage component using additional custom scripts and plugins
for data gathering with GRR on OT devices. In addition, the
visualization of data collected by GRR has been successfully
used in Kibana, the visualization component of ELK. We are
utilizing various machine-learning algorithms to process het-
erogeneous data to classify the behavior of a system, including
(possible) attacks. The visualization part also allows to detect
potential threats in related network traffic and trigger control
signals to stop or counteract these attacks.

III. ARCHITECTURE
A. Overview

HELOT operates in the context of modern computer systems
that incorporate elements of IT and OT at multiple levels
of interaction. At the outermost level are wide-area networks
(WAN) controlled and managed by Internet service providers.
At the next level are internal or enterprise networks, which
are established and administered by companies, institutions,
or individuals in their homes. Communication between these
two levels is usually restricted in the sense that only certain
endpoint systems in the internal networks are reachable from
the WAN. Additionally, internal networks may also feature
designated hosts for handling any traffic from the WAN that
is not explicitly allowed for distribution in internal networks.
These designated hosts are typically referred to as a demili-
tarized zone (DMZ). Similarly, OT systems are connected to
internal networks by dedicated hosts as well through dedi-
cated human-machine interface (HMI) systems. However, OT
systems themselves exhibit a network structure as well, con-
necting the various parts for controlling and actuating physical
devices. Network traffic between an OT system’s internal
network and the enterprise network is severely restricted. This
general setup in mixed OT/IT system networks guaranties
a certain amount of safety against malicious or accidental
actions on an OT system. Unfortunately, it also provides for
challenges with respect to information gathering from the
combined OT/IT system.

Analyzing various workflows described by previous work
in this area (cf. Section II Background) shows that these
workflows generally consists of three main steps. First, the
collection of data from various systems located in the internal
networks as well as from OT related networks. Second, storage
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(a) Schematic diagram of existing OT system setups.

Fig. 1.
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(b) Schematic diagram of an ideal OT system setup (using GRR).

Schematic diagrams of (a) existing and (b) ideal OT system setups. While a standard OT system setup directly connects to the larger network using

a gateway, our ideal OT system setup introduces a GRR client between the OT system gateway and the larger network as well as GRR server infrastructure
for scalable communication between the centralized information store and the large amount of distributed OT systems.

of collected data and possible transformation to formats advan-
tageous for specific use cases (e.g., frequency analysis, signal
analysis). Third, actual data analysis based on domain-specific
requirements (e.g., real-time observation of systems behavior,
reports for management).

Figure 1 shows schematic diagrams of existing OT system
setups (cf. Figure 1a) and our ideal (cf. Figure 1b) OT system
setup. While a standard OT system setup directly connects to
the larger network using a gateway, our ideal OT system setup
introduces a GRR client on the Local Area Network (LAN)
with a mirrored network for raw packet visibility of all internal
network traffic. In addition, our ideal architecture introduces
GRR server in the control-system data center for scalable
communication and storage to accommodate large amounts of
aggregate data from distributed OT systems. Our architecture
deploys two distinct pipelines for data ingestion. One data-
ingestion pipeline is configured to collect data from distributed
OT system devices over low-priority communication chan-
nels whereby forensic capture communication cannot disrupt
SCADA processes. The other data-ingestion pipeline collects
data from selected IT devices in the control-center systems. The
two ingestion pipelines together enable effective data collection
from all levels of the combined OT/IT systems including traffic
in the distributed system networks. Additionally, control-center
systems are monitored at a much higher frequency and can
be used to prompt additional procedures or data collection by
operational and maintenance personnel.

Our architecture allows a complete timeline of events lead-
ing to a power-system cyberattack. Existing architectures may
only enable the reconstruction of events occurring on IT
systems or segmented network segments in the control cen-
ter. However, adversaries have no such restrictions and with
credentials to OT devices the adversary may complete the
attack without IT system interaction. For example, access
to a SCADA system may allow tampering with control sig-
nals, manipulation of reliability thresholds, or modification
of metering data, all of which can occur without IT system
visibility. Our architecture overlays the GRR system on the
existing SCADA system to address the gap in forensic purview

but does not disrupt existing reliability network traffic and
processes. First, power system control centers often have tra-
ditional data-center server pools, in which the central GRR
server can scale to meet the forensic capture needs of the
SCADA system. Second, the distributed GRR components
passively collect forensic data and forward it to the GRR server
over low-priority connections. Finally, GRR can be installed
on control center OT components with minimal storage or
CPU usage impact.

Deploying our architecture presents challenges in adding a
system component to the distributed LAN setup. For example,
changes to the network configuration at a substation require
significant effort and time in planning, testing, and deploy-
ment. However, many distributed system networks exist in
electric substations with uniform designs, making wide scale
changes easier to test and deploy. Also, GRR components
installed on control-center OT devices provide improved foren-
sic visibility by allowing SCADA event-data collection from
the control center to the distributed system.

B. Data Collection

All events of interest fall into three main categories: OT
system events, IT system events, and internal network traf-
fic. These events are tracked in their respective systems
by identifying and collecting important data generated by
the system. The data is recorded in multiple log files gen-
erated by specialized data collection and logging devices,
distributed throughout the OT/IT system(s) at various critical
points.

There are many different types of data that can be collected
from various points in a system depending on the level of
access that is available and the authentication system in place.
The lowest level of system devices accessible for data extrac-
tion are intelligent electronic devices (IEDs), which can be a
PLC or other automated controller programmed to send and
receive various control and monitoring signals directly to the
instrumentation devices that control a process. Additionally,
access to data historians, i.e., specialized devices with the
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purpose of continuously collecting operational data and log
files, allows the collection of historical log data.

The collection of data at various levels of abstraction
throughout the system requires accessing and querying assets
using proprietary protocols. Safety, security, and availability
requirements are a high priority for OT devices, which in turn
means that they are less available and accessible for conve-
nient or continuous data collection than devices in IT system.
On the other hand, IT system environments have relatively
less stringent constraints when it comes to accessibility and
availability for data collection. Furthermore, IT systems also
exhibit far more robust and effective solutions and techniques
for data collection. There is a noticeable disparity when com-
pared to the performance and capabilities available in the more
unique OT environment.

Finally, network traffic is relatively simple to capture from
within IT systems. Within OT systems this may require addi-
tional capabilities in the vendor specific implementations for
access and control by HMIs. However, being able to corre-
late events in IT and OT systems with additional information
about network traffic will be very useful for real-time as well
post-event forensics analysis.

C. Data Storage

Collected data needs to be stored for later analysis.
Traditionally, this would be achieved with a database setup,
possibly centralized in nature. However, because it is nec-
essary to collect a multitude of different types of data from
a multitude of separate data sources at different frequencies,
standard database technology will potentially become a bot-
tleneck. Alternatively, newer database technology can be used
that will not only change priorities from centralized ser-
vice towards distributed high-performance access but also
emphasizes indexing and search capability over preconceived
structural layouts. Our decision to base our infrastructure
approach on GRR was also encouraged by its ability to support
different data-store technologies. In our prototype realization,
we use ElasticSearch [17] for storing collected data instead of
a more standard setup based on SQL.

Standard database technologies based on SQL are very
capable in storing data as well as providing different views on
it. Modern implementations are also able to provide scalability
for read and write access by using distributed implementations.
However, the collected data from as disparate sources as OT
and IT systems as well as network-traffic data requires already
analysis when inserting and indexing the data into the data
store. Later use of the indexed data then conforms more to
patterns similar to using search engines because indexed log-
file input does not require additional updates or deletion after
processing. This means not only will it be important to store
raw data and identify correlation but it will also be equally
important to store searches and their results into the data store.
This support will allow additional analysis and automation in
a scalable way.

D. Data Analysis

The final stage in our architecture is concerned with support-
ing the analysis and further use of collected data. Our focus
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here is on two main aspects. The first aspect is concerned
with support for investigation of current and historical data
by human operators. The second focus is related to support
for automation (e.g., pattern identification, anomaly detection,
reporting). Both aspects are actually interdependent and can-
not be completely separated. This stems from the fact that
problem-domain specific tasks by operators may lend them-
selves to automation after phases of exploration. On the other
hand, any automation requires some specification as well as
the definition of goals worth achieving. This usually starts with
supporting exploration by human operators, which brings us
back to the initial aspect.

Current trends in analyzing complex and frequently updated
data also require support through machine-analysis tools.
These allow for various specific tasks in detecting anoma-
lies in single systems or sets of systems, including network
traffic between these systems. However, as we will describe
later (cf. Sections IV-A Implementation and 1V-B4 Machine-
Learning Based Adaptive Filtering), machine-analysis tools
also provide the potential of learning baseline behavior of arbi-
trary systems, provided sufficient data is available to describe
valid state sets of baseline behavior. In addition, such an
approach, in combination with the ability of storing searches
and their results, will provide opportunities to provide adap-
tive interfaces for presenting and interacting with data-analysis
results.

IV. DISCUSSION
A. Implementation

Google Rapid Response (GRR) [27] is an incident response
framework focused on remote live forensics. It is based on
a server-client architecture allowing remote monitoring of a
wide variety of devices over multiple network topologies.
GRR is optimized for mass data collection and provides
a readily usable system for efficiently collecting data from
large amounts of systems distributed across geographically
widespread regions and running on a variety of operating
systems and architectures. GRR servers and clients can be
fully deployed on most modern versions of Windows, Linux
as well as selected OSX versions and mobile platforms. A gen-
eral overview of GRR’s infrastructure components is provided
in Figure 2.

GRR leverages modern communication frameworks and
protocols including Fleetspeak [21], a framework for com-
municating with a large fleet of machines with a focus
on security monitoring and basic administrative use cases,
Protocol Buffers [42], a language-neutral and platform-neutral
extensible mechanism for serializing structured data, and
additional advanced features such as bandwidth throttling to
improve communication and load balancing for a wide variety
of network-deployment scenarios. GRR’s overall distributed
communication processing is optimized for the collection of
forensic artifacts in a variety of IT systems, environments, and
use cases. GRR is mainly geared towards IT systems with
ready to use features including local action on a client (flows),
distributed actions on multiple clients (hunts), scheduled flows
or hunts (usually, using cron jobs or similar techniques), and a
variety of output plugins such as ElasticSearch, BigQuery [7],
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Fig. 2. General overview of the client-server infrastructure in a Google Rapid
Response (GRR) setup.

Splunk format [51], or CSV format. Standard plugins exist
to collect forensic artifacts, which include various types of
logs, files, registry objects, and relevant metadata. These
forensic artifacts are provided as artifact definitions using
YAML descriptions and allow to easily define and configure
new artifact types. Together with the ability to filter, quickly
access, and view collected data and artifacts, this provides
for a convenient way to display results on a Web-based user
interface. The user interface also allows for structured selec-
tion and interaction with the entire fleet of machines or smaller
subsets. The Web-based interface together with the built-in
YAML artifacts specifications helps forensics IT experts with
easy selection and configuration of several industry standard
forensics and cybersecurity workflows.

All communication between a GRR server and its clients are
encrypted, currently using AES256 encryption [31]. Clients
periodically check for a valid server certificate to protect
against a compromised server. A GRR server communicates
with a client through a requests-response scheme. Each request
by the server executes a client action on the remote client’s
system. This may be a primitive action, which generates results
possibly combined into other complex operations by the server.
Protection against replay attacks, a particularly problematic
feature in remote-forensics systems, is established by using
sequence-numbered time stamps as well as encrypted and
signed payloads for each request-response interaction. GRR
provides users with fine grained controls over operations that
can then be automated to complete all types of acquisitions
while also avoiding exposure of protected personal user data.
This can be achieved with predefined tasks and by specify-
ing assets as YAML artifacts that isolate the desired resources
of interest. These interests are then categorized for further
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Fig. 3. Overview of an OT system integration into a Google Rapid Response
(GRR) setup. Note that both the IT and OT components contain a local GRR
client while the GRR server infrastructure is actually location independent
and maybe even deployed on a cloud infrastructure.

review by forensics operators or other authorized personnel
depending on whether they are likely to contain protected or
private information. A simple example of a custom protec-
tion or detection scheme that can be implemented using GRR
is that of periodically hashing specific file-system directories
that are critical to system operation and are not expected to
change under normal operation. A client can be configured
to automatically run at a preset time interval on a deployed
remote system and send the resulting hash to the GRR server
to be compared with a ground truth value and take necessary
actions, if required. An overview of our development setup
incorporating a GRR infrastructure is provided in Figure 3.
ELK stack is the collective name of three open-source
projects: ElasticSearch, Logstash, and Kibana; developed,
managed, and maintained by Elastic [17]. In our proto-
type implementation we were using version 7.9 of ELK.
ElasticSearch is a full-text search and analysis engine, based
on the Apache Lucene [24] search engine. Logstash is a
data aggregator and processing pipeline for a multitude of
source formats, providing transformations and enhancements
as well as the ability of shipping processed data to various
output destinations. Kibana is a visualization layer on top of
ElasticSearch providing users with the ability to visually ana-
lyze and interact with their data. The latest addition to ELK
stack, but not reflected in the acronym, is Beats, which pro-
vides lightweight agents on edge hosts to collect a multitude
of data to be forwarded to Logstash for further processing
or to ElasticSearch for direct indexing and storage. Together,
these components are the most commonly used infrastruc-
ture elements for monitoring, troubleshooting, and securing
IT environments, though there are many more use cases for
deploying ELK stack such as business intelligence and Web
analytics. Beats and Logstash are the main tools for data col-
lection and processing, ElasticSearch provides indexing and
storage of data, while Kibana adds a user interface for query-
ing, visualizing, and interacting with data by human operators.
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All of the components in the ELK stack are provided under
open-source licenses.

In our prototype implementation, we collect log data from
IT and OT systems with GRR clients as well as from network
traffic using Filebeat [20], a lightweight log collector for ELK
stack deployments. While log file collection on IT systems
is based on pre-existing tools, modules, and techniques, our
log file collection on OT systems consists of combinations of
custom software plugins based on GRR plugin interfaces and
is described in detail in Section IV-B Results. To allow the
correlation of events from IT and OT systems, we also collect
network traffic data between these systems as well as incoming
and outgoing communication in the larger IT system networks.
This network traffic is collected by similar custom software
plugins using Filebeat and a ring-buffer technique plus con-
figurable update intervals for sending the collected data to the
ELK infrastructure in our prototype setup. Logstash is used for
standard analysis and transformation (e.g., labeling of packet
types, recognition of certain payloads such as binary dumps
or plain text) for indexing and storage into an ElasticSearch
instance.

As mentioned before, GRR by default does not have OT-
system specific plugins. We therefore developed a set of
plugins for GRR that allow data retrieval from OT systems.
Through our access to the NCREPT facility at UA Fayetteville,
we were able to access SEL RTAC and SEL 351S/311C
systems through the vendor provided AcSELerator software.
Unfortunately, this software only provides an interactive GUI
mode as well as an interactive command-line mode but not
a query API for automation in a scripting environment. We
therefore developed our OT-system plugin as a thin wrapper
around the interactive command line using the most gen-
eral commands to minimize query frequency. The OT-system
responses are initially processed in the GRR plugin instance
and send for further event processing to its GRR server and
finally to the ELK stack infrastructure. The OT-system plugin,
while currently viable for SEL hardware, has been developed
as a set of configurable plugin scripts for a GRR client that can
be adapted for other industrial OT-system vendor hardware.
Additional details of the plugin integration and the custom
filter processing are provided in Section IV-B Results.

Our prototype development and implementation is heav-
ily based on virtualization technology. While the goal of our
development always was to be deployed on existing hard-
ware setups, such as a local energy provider’s network of
sub-stations, we needed a safe playground for experimenta-
tion and initial testing. Originally, our intention was to use
the NCREPT facility at UA Fayetteville but even this proved
not to be safe enough for other users to not be disrupted
by our development testing. We therefore developed a set of
configurations using virtualization technology to encapsulate
specific hosts and their behavior as well as complete networks
of such hosts and their network-traffic patterns. All of these
configurations are semi-automated in the sense that scripted
base configurations are used to create variations of network
and host deployments based on configuration input. Only cer-
tain host types needed to be manually setup and provided as
virtual machines (or, sometimes, as containers). Once these
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SCADA and GRR GRR
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Fig. 4. Deployment setup of the HELOT GRR server and client integra-
tion into the OT system test bed provided by NCREPT’s substation at UA
Fayetteville. The actual GRR client connection to the OT system at NCREPT
was established through a VPN tunnel to allow control access without the
necessity of actual physical access to NCREPT’s facilities.

initial elements exist, they can be easily reused or reconfig-
ured. For smaller experimental deployments such setups can
be run on a single modern medium-sized workstation with
configurations of virtual-machine hosts ranging in the hun-
dreds but less than a thousand with a negligible impact on
performance, mostly because almost all communication will
be constrained by memory transfer rates and not by actual
network transfer rates. Larger setups, i.e., configurations with
more than a thousand virtual-machine hosts, have been tested
on a dedicated research cluster maintained by the Emerging
Analytics Center at UA Little Rock. Here, while the band-
width for network interconnects was more constrained, actual
network sizes and communication patterns approached sce-
narios similar to real-world configurations and were spread
out across multiple nodes in the cluster. Using this simulation
approach, we were able to make certain that our implemen-
tation would not be disruptive to potential users in actual
system deployments. We were also able to confirm this at the
NCREPT facility at UA Fayetteville (cf. Figure 4)

B. Results

1) OT System Plugin for GRR: We implemented cus-
tom configurations in GRR for HELOT as Python scripts,
which, uploaded to a GRR server, can be distributed to GRR
clients and executed on deployed clients in the engineering or
technician system connected to the internal network shared
with the OT devices. This provides the ability to deploy
scripted instructions during system operation, which is espe-
cially useful during development and custom configuration.
The deployed GRR clients can initiate execution of locally
stored scripts or other proprietary communication processes
to collect and store data from OT devices. These collected
artifacts from OT devices include device generated logs and
reports, which are stored locally on the GRR client prior to
their ingestion into the analytic pipeline of ELK stack. This
type of implementation in which the actual communication and
interaction with the OT device is handled by a secondary script
or proprietary solution allows for added protection of sensitive
login credentials and to adapt to virtually any proprietary OT
device endpoint.

The exact OT device specific communication and log gen-
eration commands differ between devices and are therefore
configured on the system that connects to the actual OT device
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name: Client_data_to_server
doc: Collect client collected data to server.
sources:
- type: FILE
attributes:
paths: [’/C:\rtac\RTAC_Logs.log’

supported_os: [Windows]

Listing 1. File Client_Data_to_Server.yaml is a GRR artifact
describing a log file and its location on the client.

name: OT_data_to_client
doc: Export RTAC logs to client-machine directory.
sources:
- type: COMMAND
attributes:

args: [’/C:\rtac\RTAC_Logs.sh’]

cmd: ‘C:\cygwin\bin\bash’
labels: [System]
supported_os: [Windows]

Listing 2. File OT_Data_to_Client.yaml is a GRR artifact describing
the action of executing a command for gathering log-file data from an OT
system.

type. Depending on the OT device and the connection type,
the interaction with the OT device will rely on the execution
of locally deployed software and scripts, some of which may
have been provided by the manufacturer for standard commu-
nication with the device. The specific plugin script or process
to initiate execution on the client side for each OT device
connected to the GRR client system can also be defined and
uploaded to the GRR server as a custom YAML artifact plugin
that points to a script or program on the GRR client system.
This functionality enables the specification of device specific
plugins for routine operations that can be quickly adapted or
reused in the future for similar or identical device types or
even for restoring a prior plugin configuration.

Listings 1 and 2 exemplary show artifact definitions for an
output file and triggering of a command execution, respec-
tively, for gathering log data from an OT system. Listing 3
shows an example expect [19] script actually logging into
the OT system, gathering data, and saving results on the local
GRR client. In addition to the low-level OT system data, a
GRR client may simultaneously run additional IT system spe-
cific monitoring, reporting, and collection flows on any of the
deployed GRR client system. The results of these IT system
specific flows are not stored locally following their transmis-
sion to the GRR server. The GRR server then sends these
results directly to the ElasticSearch node of the ELK stack for
processing and further analysis.

2) Logstash Configurator: To validate and test the func-
tionality provided by HELOT, we used data sets from a
multitude of sources. The first source we used for data is a
hardware-in-the-loop virtual power-system test bed consisting
of a signal generator and two SEL power-system IED devices
connected to a SEL RTAC controller (cf. Figures 4 and 5).
The two devices are a feeder protection system, a SEL-351S
and a SEL-311C. These and similar devices are used at scale
in the operation and monitoring of live power systems via syn-
chrophasor readings. We were able to acquire synchrophasor
data [6] that details the exact state of the power characteris-
tics such as frequency, amperage, and voltage of the electrical

#!/usr/bin/expect
set timeout -1

spawn telnet $IPADDR $PORT
expect "x"

# Send userr wait for
send "ACC\r
expect "Password:

password prompt

# Send password, wait
send "SPASSWD\r"

expect ">"

for shell prompt

# Send prebuilt
send "por 1\r"
expect "="

comm,

d, wait for shell prompt

send "ACC\r"
expect "Password: "

send "$PASSWD\r"
expect "=>"

send "SER\r"
expect "913"

-

# Log output to file,
log_file "[timestamp
expect "=>"

log_file;

wait for EOF, close 1
]

format {%$Y%$m%dTS%H

send "\x1ld\r"
expect "telnet>"

send "close\r"
expect eof

Listing 3. File RTAC_Process . sh will, upon execution, connect to an SEL
RTAC system via telnet, input the required password supplied via command-
line invocation, and store the results in a time-stamped log file before closing
the connection to the OT system.

GRR Client
A
</> WAN g
ot_script.sh Gateway
@( SEL RTAC
otifiie.loq
v OT Specific ELK Stack
R Logfiles e
> w
Filebeat Logétash
A
Flows + i Flow Y
------ >
Commands Results .. > o
-
A
ElasticSearch
GRR Flows via new
ElasticSearch Output \ '
Plugin (IT Specific Artifacts
gin (IT Sp ) K e »
SCADA and GRR Kibana

Infrastructure

Fig. 5. Overview of data gathering in our deployment setup including an OT
system and its connected GRR client, GRR server infrastructure, and ELK
stack deployment for ingestion, post-processing and transformation as well as
visualization approaches.

power supply for all three phases. The synchrophasor data
was then used to train a machine-learning model to predict
the likelihood of intrusion based on the state of the power
signal. Following this, we also acquired similar data to that of
our test bed scaled to a larger system consisting of twice the
number of feeder lines. This data set was also for a 3-phase
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(c¢) Configuration filter.

Fig. 6.

(d) Configuration GROK filter.

Screenshots of the Logstash Configurator show a sample configuration using the application’s tabs. (a) and (b) show the input and output of the

configuration, respectively. (c) shows a filter transforming input from (a) to be processed by a GROK filter in (d) for additional transformation into index
classification before result delivery to the output stage in (b). The Logstash Configurator allows loading or saving of configurations from file as well as

application of the current setup to its connected Logstash instance.

virtual power grid and contained readings for 128 data points
that are significantly scaled up from our NCREPT test bed
data set.

Efficient and effective indexing of the OT device logs into
ElasticSearch depends on how they are parsed by Logstash.
This is the second part of the ELK stack and allows the
ingestion of plain text logs from OT devices of interest. The
variation in the output formatting of different types of logs
from different OT devices necessitates the use of a regular
expression based GROK filter module. This consists of a reg-
ular expression pattern essentially separating an ingested line
of text into named fields and values. Logstash incorporates a
large number of built-in GROK filters that can parse standard
data elements such as IP addresses, geolocation coordinates,
or timestamps from unstructured text. Additional GROK filters
can be created for parsing OT device specific logs in individ-
ual pipelines. The creation, monitoring, and deployment of
Logstash filters for different OT devices can become cumber-
some and unwieldy when scaling to a multitude of devices
from multiple vendors. To mitigate this and to enable efficient
scaling of this particular feature, we developed a Logstash
Configurator with a clean, user friendly GUI that allows users
to quickly inspect the currently active filter in Logstash, make
edits, and deploy these changes with a single click. This
application also provides a starting point for scripting and
batch handling of Logstash GROK filters at scale with further
enhancements to allow the quick editing of regular expression
patterns in selected GROK filters. Screenshots of an example
configuration of the Logstash Configurator can be found in
Figure 6.

3) Kibana Visualization: HELOT provides the ability to
retrieve data from OT and IT systems at the same time with
the help of GRR, Packetbeat, and Filebeat. This means that
the forensic data available for analysis consists of more dimen-
sions than system data from a singular OT or IT system. This
in turn opens up the possibility of identifying, correlating, and

linking events of interest occurring between separate system
components rather than having only a local or single device
perspective. This type of multi-domain collection and evalu-
ation of artifacts also raises the issue of requiring to analyze
extremely large data volumes to find subtle hints of anomalous
behavior, such as an attack, that may well be still in progress.
This is especially true in scenarios where investigators have
to balance the use of automated and manual techniques for
the preparation, inspection, and analysis of forensic data arti-
facts and multitudes of log files, which may contain anywhere
from hundreds of thousands to millions of event records.
Furthermore, unless a forensic investigator is directly familiar
with the system being investigated, all of these log entries are
somewhat abstract and difficult to correlate with other simi-
larly abstract forensic data artifacts from other sources in the
system. This is a problem of both scale and speed, which ends
up slowing down the overall forensics process. We experi-
mented with using Kibana to approach and, possibly, provide
a solution for this problem domain by distilling these large data
sets into various interactive visualizations that can be exam-
ined and inferred from at a glance, taking an investigator mere
seconds instead of hours or days.

HELOT’s data artifact collection and visualization capabil-
ities open up the opportunity for analytical techniques that
would be impossible when exclusively using OT or IT system
artifacts. For example, we are able to analyze multiple log
files within the same system to detect any inconsistencies
between devices and their subsystems. Such inconsistencies
potentially can be the result of an as yet undetected man-in-
the-middle attack or denial-of-service attack on the innermost
OT network layer. These attacks disrupt individual devices
on the OT network and may even hide the disruption from
being discovered by the system, manifesting as an unexpected
system malfunction rather than a deliberate cyberattack. In
such a scenario, comparing log entries generated by devices at
various points in the OT system allows to validate and confirm
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(a) Timestamp vs. count of SER records (view only).

(b) Timestamp vs. event-count differences (editable).

Fig. 7. Examples of Kibana visualization types based on OT artifact data gathered with our prototype. (a) shows an automatically generated plot representing
the top three events in the SER and the HIS log, clearly making discrepancies visible. (b) displays the differences of raw event counts for two separate logs,
again using SER and HIS logs, against time, which allows to visually represent when logs deviate and may indicate intrusion or a compromised system.
(b) also shows the on-the-fly editing interface of Kibana with additional user-interaction elements.

that all of the devices and subsystems in the OT system are
operating as signaled by the control system. While an attacker
may be able to obscure the visibility of a device from a cen-
tral monitoring system, it will be significantly more difficult to
obscure or manipulate all internal logs on the instrumentation
device itself due to design features like safety interlocks that
are hard coded in non-volatile memory (e.g., ROM) and can-
not be manipulated at run time. In such an event, the internal
log file of a device will show a clear discrepancy with respect
to the rest of the system.

To test these ideas, we collected data from a test-bed OT
system (qv. Section IV-B2 Logstash Configurator) containing a
SEL RTAC controller connected to a SEL-351S feeder protec-
tion relay and an additional SEL-311C transmission protection
relay. The system generates multiple logs at the level of the
RTAC and also at the individual relay devices. The SEL-351S
device generates two distinct event logs that are created by
two sub-routines running on the protection relay and retrieved
by separate commands on the GRR client. These log files
exhibit two different types of logs, detailing event histories
over varying time spans. One type of log file is known as the
sequential-events recorder (SER) log and lists 500 of the most
recent sequential events. The other type of log file is event-
history (HIS) log and contains only the most recent 22 events.
The individual events themselves are identically represented
in both logs (e.g., a line trip is referred to as a TRIP in both
HIS and SER logs), which allows to directly compare these
logs. After collection of both logs a visual log consistency
check can be performed by comparing the events and their
corresponding timestamps. Kibana is used to visually repre-
sent the individual logs and their event counts over a given
time interval as well as allows a side-by-side layout for visual
comparison or even overlaid on top of each other to emphasize
any differences (cf. Figure 7). This allows for rapid inspection
and to spot any inconsistencies over the entire time period of
interest without inspection of individual log events, thereby
saving time and effort on the part of forensic investigators.
Another way different logs can aid in finding suspicious events
early is to compare timestamp offsets. This is a slightly more
subtle method but also highly sensitive to any deviations of
OT devices’ normal operations. If multiple logs are generated

in a system and these share any common event entries, i.e.,
common events that appear in all of these logs, there will be a
time offset between the appearance of such an event from one
log entry to the next. This time offset is a potent tool that can
be used to define and monitor the quality of system operations
and therefore detect any disruptions.

Synchrophasor data is another class of OT data that can
be acquired from power systems. While the history, events,
and other device logs contain information about the system
operation as well as its status and can help in tracking
system activities, synchrophasor data consists of readings of
phase-vector values like voltage, current, and phase angle for
individual power phases. The synchrophasor values are uti-
lized for training machine-learning algorithms, which are used
to process incoming synchrophasor values at run time for clas-
sification as the result of an attack or normal system operation.
We used the XGBoost algorithm [11] for this analysis to help
monitor the actual values and operational parameters of the
system, which is described in more detail in Section IV-B4
Machine-Learning Based Adaptive Filtering. Monitoring and
analyzing only the synchrophasor values at different relays
also allows to compare timestamps within the ranges of syn-
chrophasor values and notify a user via Kibana dashboard
capabilities in case of any anomalous values.

Kibana visualization also allows to interactively drill down
into any particular log entries. For example, while displaying
a visualization of the counts of each of the different types of
events in a given log during a period of interest, a double click
on a log item will display detailed information regarding that
particular log (e.g., network information), which may help to
identify whether or not the source was authorized or if there
was any external intervention. Kibana dashboards also allow
to display network characteristics of OT device log data as
well as the interaction between specific servers and clients.
Additionally, Kibana’s discover dashboard feature allows to
visually overlay IT and OT data logs to match the timestamps
of each and to monitor all activities that are ongoing in all parts
of the system, i.e., both the IT and the OT sub-systems. The
visualization of different log sources can be combined into a
more robust analytical feature set allowing for further analysis
and to make accurate predictions by taking large amounts of
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data points from the fleet of clients at once and convert into
sensibly usable visual representation.

4) Machine-Learning Based Adaptive Filtering: For our
initial experiments with machine-learning based evaluation
of our collected data, we utilized a power-system data set
from [6]. This data set consists of a set of telemetry streams,
which includes examples of command injection attacks, data
injection attacks as well as events where no attacks occurred.
The data set also includes measurements related to an elec-
tric transmission system’s normal, disturbance, control, and
cyberattack behaviors. Measurements are from synchrophasor
output and Snort data logs [50] as well as from a simu-
lated control panel and additional relays. We preprocessed the
data with the Scikit-Learn library [39], using LabelEncoder
to normalize labels and transform non-numerical labels to
enumerations. The synchrophasor measurement values were
processed with MinMaxScaler, which transforms features by
scaling each to a unified range while preserving the shape
of the original data distribution, i.e., the operation does not
change the information embedded in the original data. Note
that MinMaxScaler does not reduce the importance of out-
liers. A default range of [0...1] was used as recommended
by [29]. For the machine actual learning part, we utilized two
data sets from [6]. One for the learning process, which was
divided into 70 % for training and 30 % for validation. Actual
testing used a separate data set from the same database. After
preprocessing the labeled data was used for feature learning
with two separate machine-learning algorithms: Decision Tree
[49, ch. 18] and XGBoost [11]. Preliminary results indicate
that the Decision Tree technique achieved an accuracy of 73 %
on average with testing data set while XGBoost achieved an
accuracy of 98 % on average with a 2% false positive rate
for the same testing data set. This means that XGBoost was
able to detect all of the anomalies, i.e., any possible attacks,
in the testing data set from [6]. We successfully deployed the
XGBoost based machine-learning model trained on the data
from [6] on data gathered by our infrastructure. Integrated
into the Kibana dashboard development, this technique allows
for more adaptive automation approaches while also likely
reducing attention fatigue by human operators.

C. Cyberforensics Artifacts

Computer forensics analysis and acquisition can generally
be categorized as static data or volatile or live data [52].
Static data is generally stored within a file system that is
not active (e.g., unpowered hard disk) while volatile or live
data is in use at the time of investigation by active hardware
(e.g., RAM). Live data is aptly referred to as volatile data
as it is ever-changing, however, if captured and analyzed, it
will offer analysts helpful information. For forensics related to
industrial control systems, live data acquisition is a priority,
as pointed out before in Section I Introduction, because taking
such systems offline for cyberforensics investigations is nearly
impossible without harming these or its dependent systems.

During a cyberforensics investigation, common pieces of
information need to be quickly retrieved. These include items
such as logs, configured services, job schedules, system-patch
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state, user accounts, and more. The retrieved data are known as
forensic artifacts and their location and format drastically vary
across systems [27]. We have utilized a framework to describe
forensic artifacts that allows them to be collected and cus-
tomized quickly based on GRR. Artifacts in GRR are defined
using YAML descriptions and collected using the artifact col-
lector flow [14], which allows to collect multiple artifacts at
the same time (qv. Section IV-B Results as well as listings 1
and 2). Collection of artifacts from multiple machines at the
same time is particularly powerful because the collection can
be scheduled in a single command across all systems and the
artifacts themselves determine the paths to download from for
each system.

GRR is designed with a fine-grained separation of con-
cern principle in mind. It provides a multilayered architecture,
including Fleetspeak, reverse proxies, HTTP servers, RDF data
pools, client workers, schedulers, forwarders, and remote oper-
ator machines. Reverse proxies are used to distribute workload
among servers. For instance, a reverse proxy for admin_ui
distributes request/response control signals among different
admin_ui nodes. Similarly, a reverse proxy for frontend dis-
tributes actual data among different frontend nodes. A scalable
RDF data store is the central component of the server infras-
tructure used to store cyberforensics data. The cyberforensics
data are further wrapped into Advanced Forensics Format ver-
sion 4 (AFF4) [28], [40]. AFF4 [1] is an open and extensible
file format to store disk images and their associated metadata
with a high rate of data read/write operations and supports
large payloads. Further, GRR’s scheduler components allows
scheduling several parallel tasks to client workers. Operators
from any platform-agnostic remote machine are able to launch
a flow to collect data from GRR clients, while the GRR server
infrastructure is used to process and store that data.

D. Cyberoperations Automation

Advances in situational awareness technology have led to
the creation of increasingly sophisticated tools across different
application domains, often including data thatis non-textual,
high dimensional, and multimedia in nature. Automated tools
aim to address a number of situational awareness challenges
such as complex system topology, rapidly changing technolo-
gies, high noise to signal ratio, and multi-faceted threats. These
factors make real-time situational awareness of cybersecurity
operations very difficult to achieve [25]. Cybersecurity vendors
seem to employ operational automation for added efficiency
as well as a way to save effort in man power or head count.
However, operational automation is also a tool to be used to
better predict process behaviors and achieve faster protection
of critical systems. Appropriately implemented and using the
right set of tools, operational automation allows aiding in the
successful prevention of cyberattacks.

Secure (cyber)operations centers (SOC) are designed to pro-
vide comprehensive cyberprotection for on-premises, cloud,
or hybrid environments across both IT and OT assets. SOCs
are an integration point for all cybersecurity activities across
a department or an institution’s enterprise architecture syn-
chronizing the protection of information, systems, functions,
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and networks. SOCs usually employ multiple automated secu-
rity measures, such as traffic monitors, firewalls, vulnerabil-
ity scanners, and intrusion-detection or intrusion-prevention
system [56]. SOCs heavily rely on cybersecurity analysts to
investigate data from security measures to identify the true
signals and to connect the dots to answer higher-level ques-
tions about attack activities (e.g., whether the network is
under attack, what did the attackers do, what might be their
next steps). However, with incoming network data collected
and accumulated at a rapid speed, analysts are usually over-
whelmed by tedious and repeated data-triage tasks, impeding
them to concentrate on in-depth analysis to create timely
incident reports.

Our architecture and prototype realization utilizes GRR for
accessing and retrieving information that can be used for
forensic purposes in a continuous or time relevant manner.
In case of any suspicious activity, we have also developed a
mechanism to trigger the conditional execution of processing
pipelines utilizing machine-learning based filtering to allow
the creation of visualizations and alerts for human opera-
tors involved in the forensic analysis. Not only can this to
be used for forensic purposes but also for live hunting of
malicious events. We have also developed a configurator appli-
cation (qv. Section IV-B2 Logstash Configurator) that allows
to retrieve and modify the configurations of Logstash con-
figurations, which in turn aids in the retrieval of relevant
artifacts.

IT cyber operations are effectively automated in a scal-
able manner by a GRR server using GRR clients deployed
on relevant target systems. The GRR server and associated
clients greatly streamline the process of navigating and rout-
ing data, metadata, and other forensic assets over complex
network topologies extending over multiple public and cor-
porate network zones. This allows to automate the collection
and transmission operations from highly sensitive OT network
zones as well as IT network zones into a single modular com-
ponent. Once collection is completed, identification of threats
that behave similarly within the massive amounts of data is
used to predict adversaries’ next step(s). Machine learning and
automation will allow faster and more accurate data sequenc-
ing to be accomplished. Protective measures need to be created
and distributed faster than an attack can spread throughout an
organization’s networks, endpoints, or cloud deployment. The
time penalty added by any analysis suggests that the best place
to stop a newly discovered attack is not at the location where
it was discovered but rather at the attack’s predicted next step.
Automation can speed up the process of creating countermea-
sures without straining resources while keeping pace with an
attack. To stop an active attack before data leaves the attacked
network, analysts need to react as fast or faster than the attack
itself. In order to identify an infected host or suspicious behav-
iors, data from the environment must be analyzed backward
and forward in time, searching for combinations of behaviors
indicating if and where a host in that environment has been
infected. Similar to analyzing unknown threats attempting to
enter a network, manual correlation and analysis of data across
networks, network endpoints, and cloud instances will be dif-
ficult to scale. Automation of these processes does allow for
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faster analysis as well as faster detection and therefore the
ability of intervention.

V. CONCLUSION

We presented a software architecture and prototype
realization for capturing live-forensics information from
interconnected OT and IT systems as well as the network
traffic between these systems. Our architecture is based
on Google Rapid Response (GRR), which we extended to
allow access to and retrieval of relevant information from
OT systems using GRR’s extensible plugin system. Further,
we added the ability to continuously capture events from
OT systems, connected IT systems, and the interconnected
network(s). The results are stored in a storage setup using
the ElasticSearch/Logstash/Kibana (ELK) stack, though other
search-engine based database technologies could be used
instead. In addition to storing raw data from collected events,
this also allows for immediate analysis and transformation into
additional formats as well as custom indexing. We presented
aspects of our prototype implementation, such as our Logstash
Configurator, discussed virtualization approaches, and pro-
vided preliminary results of integrating machine-learning
technology for adaptive signal classification and detection.

Based on our results, we outlined and discussed two
application cases. First, we showed the results of our pro-
totype experiments in capturing of forensics artifacts from a
combined live OT and IT system based on exemplary con-
figurations used in the power-delivery industry. Second, we
discussed possible paths for automation to reduce the cog-
nitive load for cybersecurity operators in combined OT/IT
environments.

A. Future Work

Future work includes extending the GRR framework to
include threat hunting templates for commonly used ICS
devices and to provide these to the open-source community.
This will include instructions on expanding GRR for additional
devices where each device template includes mechanisms such
as a connector script for connecting to the device, a feature
selector YAML configuration file specifying cyberobservable
locations, and a feature extractor script for transforming col-
lected features into advanced forensics file format (AFF4) [1]
or any successor standard.

Our visualization experiments need to be extended to prove
useful for actual users. We currently think in two directions.
One direction is the setup of existing and newly developed
visualization templates to allow users to choose from. The
other direction is to explore the inclusion of non-standard
display and presentation modes. The first approach would
allow expert users to customize and to experiment with how
information is provided depending on their subject-matter
expertise. While there is long-standing research in visual-
ization techniques, the results are (usually) far from simple
to allow automatic application or to be useful for software-
design pattern driven approaches. Part of the problem here is
the non-formalized knowledge body in visualization. However,
in our opinion, the more important contributing factor is that
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human operators have their very subjective view(s) on what
works for them or what does not work. Sometimes a pie
chart is all that will be necessary but increasingly interaction,
instantaneous feedback, and exploration are the key to suc-
cessful information comprehension. This is also enforced by
our second direction, which would first make available and
later integrate non-standard display and presentation modes.
This may include current technology developments such as
augmented-reality and virtual-reality displays as well as tiled,
large-screen, and multi-view display installations. In both
cases additional modes of perception and interaction are
provided in exchange for an increased development and,
sometimes, maintenance effort. However, these non-standard
display and presentation modes also provide, on top of more
natural interfaces for interaction and perception, the ability
for collaboration between participating subject-matter experts
independently of their location.

The discussion in Section IV-D Cyberoperations Automation
already hinted at our believe that automation of many parts of
cyberoperations is an important aspect in the future. While
there are obvious first steps, such as automating signal classi-
fication and detection, we are of the opinion that automation
requires more and more far reaching efforts for the simple
reason that many threat vectors are based on automated tools
as well. To successfully engage in such scenarios will require
the help from automated and adaptive tool chains to counter,
control, and dominate these threats.

We are planning to make available our prototype devel-
opments for the GRR plugin(s) as well as our Logstash
Configurator as open-source software. In addition to negotia-
tions with the project’s funding agency this will also have to
include a review of software source code to ensure a reliable
baseline as well as discussions with industry entities about
possible approaches for multi-vendor support for gathering
OT system data.

While our work is at a mature stage for potential deploy-
ment, we are conscious it is also a first step in defining
inter-connectivity and intercommunication between OT and IT
systems and their various connecting networks. Our experi-
ences and prototype results should be a valuable resource for
future standardization and consolidation processes.
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